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NARUC report 
February 2013 

First visit     
July 2013 

Second visit 
May 2015 

Invited back 
Nov 2017 

Cybersecurity and state regulators 
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“This document also proposes that States engage 
strategically with cybersecurity to enable and support a 

thoughtful, risk-based approach that encourages prudent 
investments by infrastructure operators.” 



WannaCry NotPetya 

Crash 
Override 

DragonFly 
2.0 

Equifax Deloitte 

Cyber continues to be in the headlines 
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Not slowing down 



Every day 
10,507,550 

records are lost 

Every hour 
437,815 

Every minute 
7,297 

1.9 billion 
exposed since 

first half of 
2017* 

9 billion 
records 

breached since 
2013 - Gemalto 

Data breach context 
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* Not counting Equifax 



Dominion Resources 
acquires Questar – 
September 2016 

Name changed to 
Dominion Energy 

Integration work this 
past year, ongoing 

Level set 
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Mission and values 
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Our Mission 

Serve our customers safely & 
reliably; Strengthen our 
communities; Minimize 
environmental impacts; 

Reward our shareholders; & 
Live our values.  
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Security oversight and coordination 
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Protect and ensure 

Integrity 

Confidentiality 

Availability 

Dominion Energy’s 
information assets 



Cybersecurity before merger 
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Third party risk management 

Background checks for privileged users, contractors or vendors with unescorted access 

New training 

• Protecting information – data classifications 1 - 4 

• General cybersecurity  

• Phishing 

• Privileged user 

Monthly phishing simulations 

24x7 Cybersecurity operations center (CSOC) monitoring 

Additional security measures  
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Third party risk management 
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Reduce the risk of unauthorized 
disclosure of Personally 

Identifiable Information (PII),  
including Protected Health 

Information (PHI), stored and 
managed by a third party on 
behalf of Dominion Energy.  



Connections and partnerships 
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Interrupt the kill chain 
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Commitment to Cyber Security 
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https://dominionenergy.com/safety/public-safety/cyber-security  
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“Regulators are already doing significant work……, 
but the key to successful cybersecurity may prove 
to be the development of a partnership between 
public and private actors to create a cybersecurity 

structure and culture that can meet the current 
needs while also being flexible enough to meet 

the ever-evolving threat.” 
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